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The article discusses the design and testing of a wireless sensor
network utilizing multiple communication technologies to
achieve low power consumption and extended transfer
distances. The sensorial nodes gather data and send it to a
central module, which provides a monitoring window. The
sensor nodes are designed for educational purposes, enabling
students to conduct training experiments focused on creating
wireless monitoring systems for industrial and general
applications.
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1 INTRODUCTION

The ongoing digital transformation in industrial automation is
creating new approaches to monitor production processes,
where the collection and processing of data are becoming key
factors. This shift, known as Industry 4.0, is closely tied to the
benefits of the Industrial Internet of Things (lloT), where
sensors, controllers, and wireless communication interfaces
form a unified system [Basir 2019, Lampropoutos 2019, Alabadi
2022, Wojcicki 2022, Demcak 2024]. Based on these
advantages, new applications and options are created to
monitor production systems, analyse data, and effectively
control processes.

The right choice of communication protocols is the key to
success. Industrial applications often require a combination of
technologies for both interior and exterior environments —
from warehouse production lines to challenging outdoor areas.
Wireless nodes, which integrate sensors and control devices,
provide a flexible solution that allows the connection of
multiple parts of the production line to the company network,
typically using Wi-Fi or other specialized, low-power-consuming
protocols such as LoRaWAN [Vitturi 2019, Liu 2019].

The primary objective of the article is to propose and test a
sensor network that integrates two separate wireless networks
and sensor nodes. The first sensor node is suited for indoor
use, such as production warehouses; the second node is
designed for outdoor operation.

The upcoming testing and implementation are scheduled for
the model industrial production line situated at the automation
laboratory within the Department of Industrial Automation and
Mechatronics [Romancik 2024].

The measured data is collected and further processed at the
company network level, where it can be further processed and
visualized. For users, a web server will be created on the central

unit, providing access to measured data with a basic view and a
historical trend of ongoing values. In the case of the external
unit, a maximal communication distance is tested.

The primary outcome of this work is the design and
implementation of a prototype solution for a monitoring sensor
network based on loT technology, which incorporates low-cost
hardware, flexible communication protocols, and software
support for data visualization. The system provides a functional
base that can be developed and adapted for real-world
applications and specific production parameters.

2 INTERNET OF THINGS

Information and communication technologies (ICT) in the loT
sphere represent a revolutionary way of transporting data
(information) between people, people and devices, and
between different devices. Smart devices can connect, send
data (information), and make decisions without human
intervention. This modern technology is also referred to as
“connectivity for anything”, which translates to “connection
with anything”. We can connect anywhere, anytime, and with
anything.
The loT environment consists of a massive number of “smart
devices”, but with several limitations, such as limited memory
for storing processed data, a short lifespan, and the limited
wireless range they can create. Therefore, we need to use the
implementation of loT protocols, which can help effectively
eliminate the shortcomings we have mentioned.
There are many communication protocols available, suitable for
long distances of kilometers or for fast events that
communicate over a few meters. We cannot determine one
main criterion that would apply to the selection of the best
protocol. Because each application has different requirements
in terms of specific software or hardware. We can only
determine this by a thorough analysis of the problem. Our
analysis can consist of several areas that will help us select the
best protocol, and these are [Brachmann 2016, Hedi 2017,
Islam 2024, Sidna 2020, Neyestanak 2021]:

. Range

o Bandwidth

e  Coverage

e Power consumption

e Reliability

e  Delay/Response

e  Price-performance ratio
These main criteria, which can be changed according to the
customer or project specifications, will save us both financial
and project time to complete the application.
The most common communication protocols are described and
characterized in the comparison Table 1. The list of analysed
protocols includes protocols suitable for short and long ranges,
as well as for high and low transfer rates. While the list includes
10 protocols, there are many other, not highlighted ones that
are sometimes limited to special hardware or license policies as
well.
These loT protocols offer a range of options and power
requirements to suit various needs. SigFox and LoRa excel in
long-range, low-power communications with small data
payloads. They are ideal for environmental and smart city
applications. Cellular and Wi-Fi applications require more
energy. Lastly, 6LOWPAN, ZigBee, BLE, RFID, NFC, and Z-Wave
protocols are typically used for short-range, low-power
network systems, often implemented in industrial and home
environments [Almuhaya 2022, Froiz-Miguez 2020, Bhatia
2023, Sarga 2023].
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Table 1. Comparison of selected loT communication protocols

3 MODEL OF THE INDUSTRIAL PRODUCTION SYSTEM

The conceptual purpose of the sensor network design is to
gather and monitor production parameters of the FMS-500
production line model. This system was designed for
educational purposes, specifically for students in higher
education and universities. The main fields that are available
focus on mechatronics, pneumatics, industrial sensors,
industrial networking, and robotics [Vagas 2024].
In its current configuration, the production line comprises four
stations and a single transport system. (Fig.1)

1- Testing and distribution station

2-  Processing station

3-  Assembly station

4-  Sorting station

5-  Transport system

Figure 1. Model production system FMS-500

Up to 50 km 10 - 1000 bits/s Very low Mainly star,  Agriculture, smart  Ultra Narrow Band,
simple meters, security very low battery
usage
Long distances High Higher Wide area Mobile devices, Suitable for high
(Internet) commercial data volumes,
applications energy-intensive
Short to medium Medium Low Star, mesh IP-based loT Supports IPv6, IEEE
distances networks 802.15.4
Up to 100 m Lower than Low Star, mesh, Home automation, Faster response
6LoWPAN tree industrial than 6LoOWPAN
Up to 50 m Low Very low Star Short range, Short setup time,
wearables, sensors low power
consumption
Passive: cm, Active:  Low Active: Point-to- Identification, asset Not usable for
up to 100 m higher, point tracking sensor
Passive: none measurements
Upto 10 cm Low Low Point-to- Payments, mobile  Bidirectional
point (close  devices, control communication,
contact) rewritable data
Upto30m Up to 100 kbps Low Mesh Home automation, Master-slave
healthcare device roles
Up to 100 m High Higher Star Local networks, High power usage,
(environment- Internet multiple standards
dependent)
Several km Low to Very low Star Wide-area loT, Uses low
(commonly 1-15 km) medium smart cities, frequencies,
agriculture adaptive data rate

3.1 Condition monitoring

In response to the pressure of competition, producers must
increase the overall effectiveness of their production systems
while simultaneously reducing downtime. This requires
technologies that help to simplify maintenance and maximize
production reliability. Condition monitoring provides access to
the current state of devices and systems for maintenance with
maximum optimisation effort. Typical parameters monitored in
industrial and other environments include temperature,
pressure, humidity, vibrations, fluid flow, electric current, and
chemical composition. These measurements are obtained using
specialized sensors and processed with software for diagnostic
purposes and maintenance planning, ensuring the safety,
performance, and optimal operation of equipment and
processes [Kelemen 2014, Zidek 2018, Krenicky 2021, Vagas
2021].

There are multiple approaches available from different vendors
for gathering such data from production systems. Some of
these create predictive estimation of future states,
malfunctions, or errors. Multiple vendors focus on monitoring
parameters as vibrations and temperature, which significantly
improve the insight into the state of rotating machines. Other
existing solutions also include finding relations between already
measured characteristics.

4 SYSTEM DESCRIPTION - SENSOR NODES

The proposed solution focuses on the design of the monitoring
nodes, each node will be characterized by its unique
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functionality and access to processed data. Instead of a direct
comparison of protocols through which processed data passes,
we are considering emphasizing their individual capabilities and
benefits. The aim is to identify the optimal placement of these
nodes within the data collection process. When selecting
protocols, we followed the available options for utilizing
existing devices at the faculty.

The experimental system consisted of environmental sensors,
including temperature and humidity, as well as a current
sensor. (Fig.2) These sensors provide us with data for
experimentation and analysis. Suppose the system is integrated
into the production line model. In that case, other sensors have
been applied, such as vibration sensors, noise sensors, and gas
analysis sensors, depending on the station where the node is
placed.
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Figure 2. Model production system FMS-500
4.1 The central unit

The proposed superior communication node is proposed for
the centralized collection of data from all the other devices
(Fig. 3). This node is implemented using the ESP32
microcontroller and enables the interconnection of Wi-Fi and
LoRaWAN networks. The LoRaWAN connection is built on
SX1278 modules with an external antenna.

Figure 3. Central unit

The central unit solves 3 tasks:
e Receiving data via Wi-Fi,
. Receiving data via LoRaWAN,
e Processing and visualizing data.

The working principle of the central unit is described using
pseudocode:
START

Initialize LoRa module
Initialize Wi-Fi module
IF Initialize successful THEN
Turn on OK LED
ELSE
Turn on NOK LED
END IF
Turn on data receiving
WHILE TRUE DO
IF data receiving THEN
Save data for Webserver
Send data to Webserver

STOP
ELSE
Continue
END IF
END WHILE

END
4.2 LoRa Network unit

As previously described, the exterior unit will communicate
using the LoRa Network. The main processing device for this
unit will be Arduino UNO Rev 3. (Fig.4) The sensors connected
to the microprocessor are current sensors, temperature and
humidity sensors. To indicate diagnostic status, OK LED and
Error LED are added. The circuit diagram of the LoRa unit is
shown below.
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Figure 4. Circuit diagram of LoRa unit
4.3 Webserver

The collected data is processed in JSON format. To create a
local webserver, HTML code with JavaScript and CSS was used.
For testing purposes, no restrictions were made regarding the
security of the webserver. The webpage is available via the IP
address of the central unit via any Wi-Fi capable device on the
same network. (Fig.5)

The monitoring window is divided into two main parts. The first
numerical part displays the most recently received values. In

MM SCIENCE JOURNAL 12025 | DECEMBER
9058



contrast, the second part graphically visualizes the measured
temperature, humidity, currents from LoRa and Wi-Fi nodes,
along with the strength of the wireless signal.

Senzorova slet pre monitorovanie modelu flexiblineho montazneho systemu
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Figure 5. Webserver on central unit

5 TESTING FOR EXTERIOR

Tests were performed exclusively in the exterior, as the interior
area already has an existing Wi-Fi network for wireless
integrations. As a test value, the signal strength (RSSI) of the
LoRa transmitter was used, since it is a long-range device
intended for outdoor use. The experiment was conducted in an
urban area with a few tall trees and medium-sized bushes as
the surrounding environment. There was also moderate traffic
on the street during the test, which could also affect the signal
strength. The received values were measured 5 times for each
distance, and the average value is collected in the following
result Table 2.

Tab 2. Measurement results
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Figure 6. The RSSI measurement results

The longest acceptable connection between the transmitter
and receiver was 200 meters. The quality of the measured RSSI
is graphically visualized in the following Fig. 6 with highlighted
intervals of the signal quality.

Further testing successfully resulted in a maximal
communication distance of 500 meters, but with low RSSI
quality.

6 CONCLUSIONS

Monitoring of the overall status of production systems is critical
for saving the cost of maintenance. Modern communication
protocols, combined with microprocessors, can provide a solid
foundation for both interior and exterior wireless sensor
networks.  Measurement of actual parameters, such as
temperature, humidity, and vibration, on current consumption
provides a more accurate view of the actual situation at the
integration site. Different loT communication protocols support
various use cases.

In this paper, a wireless sensor network system is proposed for
monitoring industrial production systems. First, the relevant
technical parameters are measured at the sensor nodes. This
information will be communicated to a central unit. Here, data
from the other wireless networks is also being collected. Lastly,
a visualization of the gathered data is created using an internal
webserver. Here, numerical and graphical elements highlight
the actual and historical values.

The wireless communication of the LoRa modules was tested
for signal quality in an urban environment. With the current
hardware configuration, the maximum stable connection was
achieved at a distance of 200 meters. The study demonstrates
that low-cost microcontrollers, when combined with suitable
sensors, can effectively provide valuable information about
industrial systems. The proposed wireless sensor network, with
minor modifications, can be adapted to collect environmental
and technical data of production systems.
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